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Last Class‘s Review

• Guest speaker debrief 
• Cloud security challenges
• Cloud attack surface
• Cloud top vulnerabilities
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Data: The Main Asset In The Cloud

• Data is the most important component of the 
data center and Cloud

• Data is unique for the organization: everything 
else we saw above (building, software, 
hardware) can be replaced, rebought, rebuilt 
except data.

• Data should be protected from not only the risk 
of loss, but also from the risk of unauthorized 
access. 
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Traditional 
systems security 
Vs. Cloud 
Computing 
Security
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Challenges for 
the attacker
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• Finding the victim’s location
• IP Address Geolocation
• Network Tracing and Latency

• Being the victim’s co-resident
• Choosing the same Region
• Brute-force placement (launch many instances over a relatively long period of time) 
• Leveraging placement locality 

• Exploiting co-residence
• Cross-VM attacks can allow for information leakage
• Side/Covert Channel attack such as 

• Time required to access a file or resource
• Power consumption data of a computational process 
• Measuring cache usage 

Challenges for the Attacker
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Analyzing 
Attack Surfaces 
in Clouds
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OWASP Top Ten In The Cloud

R1. Accountability & Data Ownership (Loss of control)
R2. User Identity Federation
R3. Legal & Regulatory Compliance
R4. Business Continuity & Resiliency
R5. User Privacy & Secondary Usage of Data
R6. Service & Data Integration
R7. Multi-tenancy
R8. Incidence Analysis & Forensics
R9. Infrastructure Security
R10. Non-production Environment Exposure
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Winter Term 2 UBC Instructor SEI Survey

https://go.blueja.io/nwc3zSiffkmYNTd4pci_vQ
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Cloud Platforms Comparison Survey

• https://docs.google.com/forms/d/1v9wPW_M3Hz3TvgpeRFAqkXjorZ
om3M2aUl7XOAROvtc/edit
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Today’s Topic:

OAuth and OpenID Connect
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Entities on a Network

15



CPSC 436C  Cloud Computing for Data Science – Cloud Security              Maryam R.Aliabadi

Some Basic Network Security Concepts
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The Authorization Problem
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Authorization 
and 3rd Party 
Services
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Problems 
Delegating 
Authority
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Problems with 
Credential 
Sharing
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OAuth and OpenID
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• OAuth and Open ID Connect are authorization and authentication 
protocols invented to solve different problems.

• They both use access tokens that contain scopes and claims. Usually, 
OAuth and Open ID Connect are applied in combination.

• OAuth solves an authorization problem, while Open ID Connect solves 
an authentication problem.  
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OAuth Example

• Download your Google contacts into LinkedIn 
• LinkedIn has a feature that imports your google contacts and invites them to connect 

with you through LinkedIn. 
• Back in day, LinkedIn would ask you to give them your google username and 

password. 
• They would use it to log in on your behalf, download your contacts and log out. How 

you make sure that they don’t use any other information?

• OAuth was designed to solve that problem. 
• When using OAuth, LinkedIn redirects you to Google to log in
• Google pops up a message: “is it okay to share your contact with LinkedIn?”
• If you agree, LinkedIn is authorized to query Google for your contacts (and nothing 

more)
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How does OAuth work?
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OAuth 2.0
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OAuth2 
Main 

Concepts
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Client Registration: Trusting the Client
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OAuth Architecture 
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OAuth Architecture 
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OAuth Architecture 
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OAuth Architecture 
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OAuth Architecture 
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User (resource owner) authorizes the client application.
32

OAuth Architecture 
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OAuth Architecture 
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OAuth Architecture 
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OAuth Architecture 
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The client 
receives an 
access token
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OAuth Architecture 

Clients receives an access token
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Access Token-Example
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The client uses 
the access 
token to do 
things:
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The client uses the access token to do things

OAuth Architecture 
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OAuth’s components
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Access Token
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Scope
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Refresh Token
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Authorization grant
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Activity

• Consider the use case of Quora.com. You are authorizing Google or Facebook to
allow Quora to access your profile info. What are the following actors in this
scenario:

1. Resource Owner

2. Client Application 

3. Resource Server

4. Protected resource
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Activity

• Consider the use case of Quora.com. You are authorizing Google or Facebook to
allow Quora to access your profile info. What are the following actors in this
scenario:

1. Resource Owner 
The resource owner is the user who possesses the account and access to their profile information
on Google or Facebook.
2. Client Application
Quora is the client application or service that seeks access to the user's profile information.
3. Resource Server
Google or Facebook acts as the resource server in this context. It hosts and protects the user's
profile information.
4. Protected resource

The user's profile information stored on Google or Facebook servers is the protected user data
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Assumptions in OAuth2
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OAuth Vulnerabilities and Countermeasures

• A1- Extracting Credentials Or Tokens

• A2- Impersonating Authorization Server

• A3- Manufacturing Tokens

• A4- Client Session Hijacking
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A1- Extracting Credentials Or Tokens

• How?
• Packet Sniffing Tools like Wireshark or tcpdump can capture and analyze packets in transit,

potentially exposing tokens or sensitive information if the communication isn’t encrypted.

49

• Man-in-the-Middle (MITM) Attacks:
• Attackers intercept communication between the client,

authorization server, and resource server. If the traffic isn't
encrypted (e.g., using HTTPS), tokens or credentials can be
easily captured.
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A1- Extracting Credentials Or Tokens

• How?
• Packet Sniffing Tools like Wireshark or tcpdump can capture and analyze packets in transit,

potentially exposing tokens or sensitive information if the communication isn’t encrypted.

• Cross-Site Scripting (XSS):
• If an application using OAuth is vulnerable to XSS attacks, malicious scripts injected into the

application can capture tokens or credentials from the user's browser.
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• Man-in-the-Middle (MITM) Attacks:
• Attackers intercept communication between the client,

authorization server, and resource server. If the traffic isn't
encrypted (e.g., using HTTPS), tokens or credentials can be
easily captured.
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A1 Countermeasures

• Transport Layer Security (TLS): 
• Ensure communication channels are encrypted using HTTPS to protect traffic 

from eavesdropping.

• Secure Token Storage: 
• Employ best practices for storing tokens on the client-side, avoiding storing 

them in vulnerable locations like local storage or cookies susceptible to XSS 
attacks.
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A2- Impersonating Authorization Server

• Phishing Attacks:
• Users might be tricked into interacting with a fake authorization server that closely resembles

the legitimate one, thereby disclosing their credentials or tokens to the attacker.
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• DNS Spoofing or MITM Attacks:
• Attackers manipulate DNS records or intercept traffic to

redirect users to a malicious server posing as the legitimate
Authorization Server.
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A2 Countermeasure

• TLS (Transport Layer Security) Server Authentication

• TLS Server Authentication is a fundamental security measure that ensures the 
authenticity of a server to the client during the establishment of a secure 
connection. 
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A3- Manufacturing Tokens

• Token Forgery:
• Crafting or forging tokens involves creating tokens that appear legitimate to

the Resource Server but are unauthorized or not issued by the legitimate
Authorization Server. This can be done by tampering with token parameters
or attempting to mimic valid tokens.
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A3 Countermeasures

• Consider encrypting tokens or using techniques like signed JWT (JSON 
Web Token)
• Tamper-Resistant: The signature ensures that the token hasn't been altered 

since it was issued. If any part of the token is modified, the signature 
verification will fail.
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A4- Client Session Hijacking

• If the client's tokens (such as authorization codes, access tokens, or 
refresh tokens) are compromised, attackers could use these tokens to 
impersonate the client in OAuth transactions.
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A4 Countermeasures

• Use of State parameters to ensure continuity of client session
• Binding Requests and Responses: When the Authorization Server processes 

the authorization request, it includes the same state value in the redirect back 
to the client after the user grants authorization. The client compares this state 
value received in the callback with the one it had initially generated and 
stored.

57



CPSC 436C  Cloud Computing for Data Science – Cloud Security              Maryam R.Aliabadi

OpenID Connect

An OAuth2-Based Authentication Protocol

http://openid.net/connect/
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Why OpenID Connect?
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OpenID Example
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How does OpenID work?

61



CPSC 436C  Cloud Computing for Data Science – Cloud Security              Maryam R.Aliabadi

Direct Authentication
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Authentication as a Service
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Basic OIDC Flow
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Basic OIDC Flow
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Recap

• OAuth is an authorization protocol

• Open ID Connect is an Authentication protocol

• Combination is used identity and access management in cloud

• OAuth vulnerabilities and countermeasures
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Up Next:

Final Exam
Apr 19th at 3:30pm

67


